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Sweeping California Consumer Privacy
Protection Act Reaches Unsuspecting
Businesses and Requires Prompt Focus
To-Quyen Truong*
This article summarizes key provisions of the California Consumer Privacy Act, highlighting some definitions, exclusions and exemptions that present particularly difficult
interpretive questions, and discusses the range of compliance challenges facing businesses,
including a comparison of the Act to the European Union’s General Data Protection
Regulation, overview of the ongoing battle over amendments and rulemaking, and
identification of representative implementation issues requiring early action.
Any business that has a website viewable by California residents or that otherwise
has information that ‘‘is capable of being associated with’’ a significant number of
individuals or households located in California should scrutinize the California
Consumer Privacy Act of 20181 (‘‘CCPA’’ or ‘‘Act’’) to determine its legal obligations.
On June 28, 2018, California enacted the most aggressive consumer privacy law in the
nation. Fueled by concerns over recent high profile data breaches, the CCPA imposes
upon businesses within its coverage major new compliance requirements and liability
exposure. The Act is a legislative compromise hastily adopted to meet the deadline for
withdrawal of a competing ballot initiative viewed by industry groups and privacy
advocates to be even more demanding. The CCPA was proposed in the California
legislature on June 21, 2018, and then amended, approved by several committees,
passed unanimously by both the Assembly and Senate, and signed into law by
Governor Jerry Brown in the span of a single week. The legislature quickly adopted
Senate Bill 1121 (‘‘SB 1121’’) on August 31, 2018, to make various technical corrections and other amendments to the Act, but still left major unresolved issues.
As a product of seething privacy concerns and hasty compromise, the CCPA is a
compilation of sweeping, ambiguous requirements with which companies around the
globe will have to grapple. To demonstrate the CCPA’s far-ranging impact, this article
(1) summarizes key provisions of the Act, highlighting some definitions, exclusions and
exemptions that present difficult interpretive questions, and (2) discusses the range of
compliance challenges facing businesses, including a comparison of the CCPA to the
European Union’s General Data Protection Regulation (‘‘GDPR’’), overview of the
ongoing battle over amendments and rulemaking, and identification of representative
*
To-Quyen Truong is a partner at Stroock & Stroock & Lavan LLP, with two decades of experience in
privacy and data security. Among other positions, she previously served as Assistant Director and Deputy
General Counsel of the Consumer Financial Protection Bureau. Partner Brian Frontino and associate
David Switzler in Stroock’s Financial Services Litigation, Regulation and Enforcement Group also
contributed to this article.
1
To be codified at Cal. Civ. Code § 1798.100, et seq.
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implementation issues requiring early action. Tackling the CCPA’s interpretive and
compliance challenges will require the prompt attention of any company whose business
requires access to information that ‘‘is capable of being associated with’’ a significant
number of individuals or households located in California.
KEY CCPA PROVISIONS
The CCPA focuses on giving California residents a new set of consumer rights to
access, deletion and porting of their personal information. That seemingly straightforward precept, however, gains great complication once enshrined in the Act’s novel
definitions, expansive requirements, and ambiguous terms.
The CCPA’s Key Definitions
The CCPA’s definitions are both novel and broad. At the core of any privacy/data
security law is its definition of the information subject to its requirements. The CCPA
definition of the relevant ‘‘personal information’’ is more expansive than any other such
law in the nation and is arguably even further reaching than the GDPR. The Act
defines ‘‘personal information’’ to include all ‘‘information that identifies, relates to,
describes, is capable of being associated with, or could reasonably be linked, directly or
indirectly, with a particular consumer or household.’’2 It thus (i) applies not only to
information linked directly or indirectly to individuals, but also information linked to
identifiers associated with particular devices or households; (ii) covers personal information collected, used or disclosed not only in connection with consumer products
and services, but in all lines of business, including commercial products and services;
and (iii) encompasses not only information regarding customers, but also information
regarding employees and other individuals.
Originating from a concern with social media, other online activities and data
aggregation, the CCPA defines ‘‘personal information’’ to include, not only traditional
personally identifiable information, but also such far ranging data categories as
‘‘purchasing or consuming histories or tendencies,’’ records of products or services
provided, biometric data, geolocation data, ‘‘Internet or other electronic network
activity information,’’ ‘‘audio, electronic, visual, thermal, olfactory, or similar information,’’ ‘‘psychometric information,’’ and any inferences drawn from such information
to create a profile.3 The definition’s novel data elements and references to ‘‘tendencies’’
and ‘‘inferences’’ could broadly implicate the data analytics (e.g., customer modelling)
that pervade today’s businesses. Besides hobbling business activities, this expansive
definition greatly complicates compliance efforts to conduct data inventories and
2

§ 1798.140(o)(1).
§ 1798.140(o)(1)(A-K). SB 1121 specifies that these categories of data qualify as ‘‘personal information’’ only if they are capable of being associated with, or could reasonably be linked, directly or indirectly,
with a specific consumer or household.
3
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respond to consumer requests to identify, obtain, delete or end the sale of their
personal information, which information today might be extracted, incorporated,
used or disclosed in multiple forms and layers by multiple parties.
Other examples of the CCPA’s novel definitions that expand the compliance burden
are the terms ‘‘collection’’ and ‘‘sale.’’ The definition of ‘‘collection’’ includes ‘‘buying,
retaining, gathering, obtaining, receiving, or accessing any personal information
pertaining to a customer by any means. This includes obtaining information from
the consumer, either actively or passively, or by observing the consumer’s behavior.’’4
Notably, the CCPA does not target solely online data collection as some mistakenly
assume. Under the Act’s broad definition, any business that has personal information
in its possession arguably is deemed to have ‘‘collected’’ such information.
Likewise, under the CCPA, ‘‘sale’’ or ‘‘sell’’ includes ‘‘disclosing, disseminating, making
available, transferring, or otherwise communicating . . . personal information . . . for
money or other valuable consideration.’’5 This definition accordingly encompasses any
sharing of personal information for ‘‘valuable consideration,’’ even if it involves no
monetary exchange. Yet business operations require constant information sharing, and
this sharing necessarily is linked to some form of consideration. Note the statement in
virtually every business agreement that it is based on the exchange of good and valuable
consideration.6
The CCPA’s definition of other important terms take a similarly novel and expansive
approach. Consequently, the Act’s demands extend to many entities that might believe
themselves to be outside its reach because they are not in the business of collecting or
selling personally identifiable information under traditional privacy law constructs.
Businesses Covered Under the CCPA
The CCPA’s provisions apply to entities that do business in California and collect
personal information, or obtain information collected by a third party, and exceeds one
or more of the following thresholds: (a) annual gross revenues of $25 million;
(b) personal information of 50,000 consumers, households, or devices annually; or
(c) 50 percent or more annual revenues from ‘‘selling’’ consumers’ personal information.7
While the CCPA applies only to entities ‘‘doing business in California,’’ this term
generally is understood very broadly. Businesses subject to California’s jurisdiction
generally should expect to be included. Under the California Corporation Code,
companies outside of California that enter into ‘‘repeated and successive transactions’’
4

§ 1798.140(e).
§ 1798.140(t)(1).
6
The CCPA definition of ‘‘sale’’ or ‘‘sell’’ incorporates some exceptions for consumer-directed disclosures and certain limited sharing with service providers if those parties do not further collect, sell or use the
personal information, as well as data transfers in bankruptcy, mergers and acquisitions, and similar
transactions. Cal. Civ. Code § 1798.140(t)(2).
7
§ 1798.140(c)(1)(A-C).
5
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in California, including purely online transactions, would be covered if they exceed
the Act’s threshold.8 Given the CCPA’s broad definition of ‘‘personal information,’’
businesses can exceed the thresholds more quickly than expected. For instance, any
business that operates a website which has on average 138 visits from California a day
could exceed the 50,000 threshold. Further, the CCPA also applies to affiliates that share
common branding with a covered business. Based on statistical analyses and census data,
the International Association of Privacy Professionals estimates that more than 500,000
businesses in the United States will be subject to the CCPA’s provisions.9
Consumer Rights Created by the CCPA
The core of the CCPA is its creation of new rights for consumers with respect to
their personal information, a prohibition on businesses’ discriminating against consumers for exercising any of these new rights, and certain affirmative notice requirements
with which covered businesses must comply. Specifically, the CCPA grants consumers:
(1) the right to know what categories of personal information are being collected,
whether it is sold or disclosed, and to whom;10
(2) the right to access and seek disclosure of both the categories of personal
information a business has collected, and the specific pieces of personal information collected;11
(3) the right to opt out of the sale of personal information;12 and
(4) the right to delete personal information a business has collected.13
Going beyond the GDPR and other laws, the CCPA grants consumers the right to
be free from discrimination by prohibiting businesses from discriminating against
consumers who exercise the four rights above by: denying goods or services to the
consumer; charging different prices or rates, including the use of discounts or penalties;
providing a different level or quality of goods or services; or suggesting that the
consumer will receive a different price or quality of goods or services should the
consumer exercise any of these rights.14 In addition, businesses must obtain opt-in
consent from youths under 16 to ‘‘sell’’ their personal information, and must obtain
such consent from the parents of those under 13.15
8

Cal. Corp. Code §§ 191(a), 15901.2(ai) and 17708.03(a).
Rita Heimes and Sam Pfeifle, New California Privacy Law to Affect More Than Half a Million US
Companies, IAPP.org (Jul. 2, 2018), https://iapp.org/news/a/new-california-privacy-law-to-affect-morethan-half-a-million-us-companies/.
10
Cal. Civ. Code § 1798.100(a).
11
§ 1798.110(a)(1-5).
12
§ 1798.120(a).
13
§ 1798.105(a).
14
§ 1798.125(a)(1)(A-D).
15
§ 1798.120(d).
9
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The CCPA also imposes affirmative notice obligations on businesses with respect
to these rights. A business that collects a consumer’s personal information must, ‘‘at
or before the point of collection, inform consumers as to the categories of personal
information to be collected and the purposes for which the categories of personal information shall be used.’’16 And if the business wishes to collect additional categories of
personal information or use personal information collected for additional purposes, the
business must provide the consumer with supplementary notice.17 Further, businesses
must disclose to consumers that consumers have the right to request deletion of their
personal information.18 At least annually, a business also must update its online privacy
policy (if it has one), as well as any California-specific description of consumer privacy
rights, to provide: (a) a description of the consumer’s rights under this law; (b) categories
of personal information it has collected in the preceding 12 months; (c) categories of
personal information it has sold within the preceding 12 months, or that it has not sold
such information; and (d) categories of personal information it has disclosed within the
preceding 12 months, or that it has not disclosed such information.19
Compliance with the above core requirements entails numerous other obligations as
well (e.g., employee training), all rife with complications created by the CCPA’s
peculiar definitions and demands.
Exclusions and Exemptions Under the CCPA
In contrast to its expansive definitions and requirements, the CCPA’s exclusions and
exemptions are few and cramped. A representative look at the definition of ‘‘personal
information,’’ and the requirement for ‘‘non-discrimination’’ illustrates the ambiguities
and limits of the CCPA’s exclusions. The Act’s exclusions will remain hot targets for
regulation, legislation and litigation for years to come.
Starting with the broad definition of ‘‘personal information,’’ the CCPA excludes
information that is publicly available. But the Act deems information publicly available
only when it is used for the purpose for which it was made available in a government
record, thus highly limiting the usefulness of this exclusion.20 Similarly, while the Act
does not restrict the collection, use, retention, sale or disclosure of information that is
‘‘aggregated’’ or ‘‘deidentified,’’21 that exclusion is far more limited than first appears. The
Act defines ‘‘deidentified’’ so narrowly as to require that the information no longer ‘‘be
capable of being associated with’’ a consumer.22 Under this wording, only aggregated
data could ever be confidently categorized as ‘‘deidentified.’’
16
17
18
19
20
21
22

§ 1798.100(b).
Id.
§ 1798.105(b).
§ 1798.130(a)(5)(A-C).
§ 1798.140(o)(2).
§ 1798.145(a)(5).
§ 1798.140(h).
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As another example, much attention has focused on the provisions tempering the
ban on discrimination against a consumer for exercising the rights granted by the
CCPA. The Act provides that a business may charge a consumer different rates or
prices, or provide a different level or quality of goods or services if the difference is
‘‘reasonably related to the value provided to the consumer by the consumer’s data.’’23
But note that the difference in price or service must be pegged to ‘‘the value provided to
the consumer,’’ not the business. Because a business arguably has no reliable way to
determine the value ascribed by an individual consumer, reliance on this exception as
currently worded carries high litigation risk. Others have turned to the provision for
businesses to offer financial incentives to obtain consumer opt-in to the collection and
sale of their information.24 While this could be a fruitful avenue for tech and data
companies whose business models are built on such interactions, accustoming consumers to the surrender of their information in exchange for various benefits, it is a far
less viable approach for other businesses. Additional litigation risk is presented by the
CCPA’s provision that a business ‘‘shall not use financial incentive practices that are
unjust, unreasonable, coercive, or usurious in nature.’’25 In sum, the ambiguities and
limits of the CCPA’s exclusions raise many interpretive challenges and open covered
businesses to significant liability exposure.
Not surprisingly, therefore, these exclusions became key subjects for advocacy and
amendment immediately following passage of the Act. A prime example is the CCPA
provision that the obligations it imposes shall not restrict a business’ ability to comply
with federal, state, or local laws and law enforcement nor to exercise or defend legal
claims.26 It expressly excludes personal information (or uses thereof) under California’s
Confidentiality of Medical Information Act, the federal Health Insurance Portability
and Availability Act of 1996 (‘‘HIPAA’’), Fair Credit Reporting Act, Gramm-LeachBliley Act (‘‘GLBA’’), and Driver’s Privacy Protection Act of 1994 (‘‘DDPA’’).27 A
closer look at the Act’s original language reveals their limitations, however. For
instance, the CCPA originally excluded ‘‘personal information collected, processed,
sold, or disclosed pursuant to the [GLBA] and its implementing regulations, if [the
CCPA] is in conflict with that law.’’28 This exception would have yielded little benefit,
given that the GLBA expressly denies preemption of more protective state laws and the
likelihood of a direct conflict is low to none. SB 1121 eliminated this conflict element
from the exemptions for both the GLBA and DDPA, as well as clarifying the HIPAA
exemption and adding an exemption for data subject to the California Financial
Information Privacy Act. Yet ambiguities remain due to differences in the definition
23
24
25
26
27
28

§
§
§
§
§
§

1798.125(a)(2).
1798.125(b)(1).
1798.125(b)(2-3).
1798.145(a)(1-4).
1798.145(c-f).
1798.145(e).
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of personal information between the CCPA and the enumerated laws. Moreover, these
exemptions do not apply to the Act’s private right of action based on data breaches.
Similarly, SB 1121 clarified that the consumer rights created by the CCPA do not apply
to the extent they infringe on non-commercial activities of the press, but left other First
Amendment activities potentially vulnerable. Further clarification of the CCPA’s exclusions and exemptions await action by the legislature and California Attorney General.
Enforcement of the CCPA
The CCPA provides a private right of action for statutory damages, capped at $750 per
consumer per violation.29 Prior to bringing such an action, a consumer must provide 30
days’ notice to the business of the alleged violation, giving the business an opportunity
within that 30 days to cure.30 At the request of the California Attorney General, SB 1121
eliminated the requirement for consumers to notify the Attorney General within 30 days
of filing such an action to give the Attorney General an opportunity to prosecute the
violation in the consumer’s place. The amendment also clarified that the private right of
action applies only to data breaches caused by a business’ failure to maintain ‘‘reasonable
security measures,’’ but litigation likely will continue around that standard.
Other unanswered questions remain concerning the CCPA private right of action.
For instance, exactly how will the CCPA interact with other California laws, including
other data security laws and the data breach notification law from which the CCPA
private right of action borrows a narrower definition of ‘‘personal information’’ than
the rest of the Act?31 What is clear is that the CCPA creates a new cause of action for
statutory damages for which plaintiffs generally do not need to show concrete, individual harm, at least in California courts, where standing requirements do not apply.
Because the CCPA does not negate consumers’ existing rights of action arising from
data breaches, California residents may have more than one potential right of action
based on the same breach.
The CCPA vests all other enforcement authority in the Attorney General in the form
of a civil action for civil penalties.32 Civil penalties are to be assessed in accordance with
Section 17206 of the California Business and Professions Code, and shall not exceed
$2,500 for each violation33 or $7,500 in the case of a willful violation.34 The legislative
history of the CCPA refers to an estimate from the Office of the Attorney General that
it will need 57 full-time staff and over $57.5 million in civil penalties to fulfill its
29

§ 1798.150(a)(1)(A).
Id.
31
Pursuant to § 1798.150(a)(1), for purposes of this CCPA private right of action, personal information is defined more narrowly and with reference to the definition found in Cal. Civ. Code
§ 1798.81.5(d)(1)(A).
32
§ 1798.155(a).
33
Id.
34
§ 1798.155(b).
30
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enforcement obligations. This estimate reinforces expectations that the Attorney
General intends to pursue rigorous enforcement of the Act.35
REPRESENTATIVE CCPA COMPLIANCE CHALLENGES
The CCPA presents a wide range of compliance challenges. As discussed below,
characterizations of the CCPA as ‘‘GDPR lite’’ overlook key differences between the
Act and the GPDR which necessitate a substantial new compliance effort. The
ongoing battle over amendments and rulemaking under the CCPA further complicates
this effort. Nevertheless, prudent businesses must promptly begin this work, as illustrated below in some representative implementation issues requiring early action.
The CCPA’s Distinctive Features
The CCPA borrows some important concepts from the GDPR, including the creation of consumer-specific privacy rights such as the rights to data transparency,
portability and deletion. Yet the CCPA creates a very distinct regulatory framework
that in some areas go beyond the GDPR. As a preliminary matter, the CCPA definition of ‘‘personal information’’ is broader than that of the GDPR, as it covers
information associated with, not only individuals, but also households and devices,
and encompasses novel data elements, including personal ‘‘tendencies’’ and ‘‘any inferences drawn’’ from the enumerated categories of information. As another example,
the CCPA consumer right to non-discrimination severely restricts (and, for practical
purposes, virtually eliminates for many) companies’ ability to offer incentives for
consumers to consent to the retention, use and sale of their information. The
CCPA also creates a unique consumer right to block the sale of their information,
and defines ‘‘selling’’ to encompass almost any disclosure or sharing of data.
Even where the CCPA adopts the GDPR’s general concepts, it provides different
and often more limited exceptions (e.g., for data disclosures, sharing and deletion) and
prescribes different consumer notifications, communication channels (e.g., toll-free
telephone numbers), and mechanisms to accept and honor consumer requests and
perform other functions. Compared to the GDPR’s opt-in framework, the CCPA’s
notice/opt-out general approach, coupled with greater obligations when consumers
exercise their rights, requires businesses to consider new policy, technical, operational,
and contractual issues. A predisposition to extend the GPDR framework or tweak it at
the edges, rather than looking at the CCPA with a fresh eye, could lead to missteps.
Further, the CCPA’s definitions and requirements also differ in many respects from
other laws, including other California privacy, data security and breach notification
35

In September 2018, Governor Jerry Brown signed into law a bill to allocate $700,000 and five
additional staff members to the Attorney General to help implement the CCPA, and SB 1121 allocates
100 percent of civil penalties collected under the Act to a fund for the Office of the Attorney General and
the courts to offset their costs.
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laws and regulations. The hasty adoption of the CCPA led legislators to largely skip
over the task of addressing its intersections and inconsistencies with other laws. The
Act does provide exceptions for compliance with other laws and expressly refers to
certain laws as discussed above. As to other overlapping California laws, however, the
CCPA merely provides that, in the event of conflict, the law that affords the greatest
privacy protection shall control.36 It further mandates that the law ‘‘shall be liberally
construed to effectuate its purposes.’’37 Businesses thus shall have to tread carefully in
navigating the intersection of the growing web of privacy and data security laws.
The Ongoing Battle Around the CCPA
The CCPA originally had a January 1, 2020, effective date. While maintaining that
January 1, 2020 operative date, SB 1121 provides that the Act take effect immediately
to preempt local laws, and that the Attorney General may not bring an enforcement
action until six months after the publication of the Attorney General’s implementing
regulations or July 1, 2020 – whichever is later. The potential for dramatic substantive
change to the Act’s requirements in the interim may be limited, but the uncertainty it
engenders is high.
Before discussing the potential for further amendments to the law, it is important to
note that the CCPA provides for extensive rulemaking by the Attorney General. For
instance, the Act requires the Attorney General to adopt regulations to establish any
exceptions necessary to comply with existing laws, as well as to define rules and
procedures to facilitate consumer requests and the honoring of such requests, including
the development of a uniform opt-out logo or button. In addition, the Act directs the
attorney general to adopt rules governing numerous areas, including the monetary
threshold requirements, privacy notices, and verification of consumer requests. It also
authorizes the Attorney General to provide guidance and promulgate such additional
regulations as are necessary to further the purposes of the Act. SB 1121 has moved the
deadline for implementing regulations to July 1, 2020. The Attorney General potentially could finish the rulemakings earlier and trigger his enforcement authority more
quickly, although he had objected to the original deadline as being unattainable.
The SB 1121 extension of the Act’s deadlines was in response to aggressive advocacy
from the industry. On August 6, 2018, a coalition composed of more than three dozen
trade associations spanning the tech, communications, banking, health, retail and
other sectors, ranging from the California Chamber of Commerce, to the Internet
Association, the California Hospital Association, and the Alliance of Automobile
Manufacturers, submitted an extensive proposal for amendment of the CCPA. The
industry coalition proposed designation of January 1, 2020 as the date when the
Attorney General must begin the rulemaking process, in recognition that efforts to
36
37

§ 1798.175.
§ 1798.194.

257

PRATT’S PRIVACY & CYBERSECURITY LAW REPORT

amend the law are anticipated to continue well into 2019. As its top priority, to
provide time for effective and efficient compliance, the coalition proposed that the
compliance deadline be extended to 12 months after the completion of that rulemaking process.
The industry coalition also proposed other amendments to avoid confusion and
unintended consequences. The proposal included various amendments to narrow the
definition of ‘‘personal information’’ so as to focus on information that relates to
specific consumers (e.g., excluding households and employees, and information traditionally recognized as ‘‘deidentified’’ information). In addition, it proposed various
clarifications, such as clarification of the confusing non-discrimination provision and
compliance with other laws provisions discussed above. The coalition further emphasized its intent to continue work with the legislature on other bills separate from SB
1121 to address additional matters, including but not limited to creating a safe harbor
for data breach liability, refining the definition of ‘‘sale,’’ and other issues that may
come to light as businesses undertake compliance efforts.
On August 13, 2018, a coalition of nearly two dozen privacy and consumer advocacy groups, including the American Civil Liberties Union of California, Center for
Digital Democracy, Consumer Federation of America, and Electronic Frontier Foundation, submitted its opposition to the industry proposals. These groups asserted that
the industry proposals go ‘‘far beyond the stated scope of SB 1121’’ and would
‘‘fundamentally water down’’ the Act’s protections. These groups advocated focusing
on the correction of technical errors, including four proposed by the industry coalition
such as clarification that 16-year-olds are not covered by the requirement for opt-in
consent to sale of their information. They also stated that they did not oppose clarification of the definition of ‘‘deidentified’’ information. Like the industry coalition, the
consumer groups stressed that they would be returning with additional proposals in the
next term to strengthen the CCPA, including expanding the private right of action,
opt-in requirements, and other consumer rights governing the collection and use of
personal information.
The powerful forces on both sides of this debate, as well as the politically sensitive
nature of privacy concerns, ensure that the battle to clarify and improve the CCPA will
be tumultuous. The sponsors of the averted privacy ballot initiative also have pledged
to revive that initiative should amendments to the CCPA cause it to become inconsistent with the compromise struck in June 2018. While much uncertainty continues
to surround the CCPA, businesses should not count on dramatic change to its core
requirements.
Representative CCPA Compliance Issues
Notwithstanding continuing legislative and rulemaking activities, businesses should
not expect delayed enforcement and litigation related to their compliance obligations.
Compared to the European Union and most other states, California’s aggressive
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Attorney General and class action bar present a significantly greater threat of litigation
around the CCPA’s novel definitions and requirements. Consequently, a risk-based
legal interpretation and compliance approach, informed by robust understanding of
potential claims, is vital.
Given the CCPA’s expansive definition of ‘‘personal information,’’ even those businesses that have tackled GDPR compliance have a big task ahead in preparing data
maps, inventories and other records of personal information associated with California
residents, households and devices, and the attendant information sources, recipients,
locations, and usage. Compliance will require review and adjustment of numerous
associated policies, notices and agreements, with close attention paid to the particular
specifications and ambiguities of the CCPA.
As one example, adjustment of all agreements with third parties with whom a
business shares personal information will be necessary to limit liability under the
CCPA. The Act requires that these agreements must (a) prohibit the recipient from
(i) selling the personal information, (ii) retaining, using or disclosing the information
for any purpose other than the specific purpose of performing the services specified in
the contract, and (iii) retaining, using or disclosing the information outside of the
direct relationship with the business, and (b) include a certification of compliance by
the recipient. The CCPA provides that a business shall not be liable if the recipient uses
personal information in violation of these restrictions, provided that, at the time of the
information disclosure, the business does not have actual knowledge, or reason to
believe, that the recipient intends to commit such a violation.38 Because all prudent
companies will be looking to adjust their agreements to limit their compliance obligations and liability, prompt review and preparation for such contract amendments will
be essential to prepare for renegotiation, whether the business is in the role of information provider, recipient, or both.
Among other tasks, businesses also must develop and fund systems and processes to
receive, verify and honor consumer requests under the CCPA. The Act requires, for
instance, that, within 45 days of a ‘‘verifiable consumer request,’’39 a business disclose
the information requested in a format that is ‘‘portable and, to the extent technically
feasible, in a readily useable format that allows the consumer to transmit this information to another entity without hindrance.’’40 Most businesses currently do not have
the technology and processes to perform this feat, particularly in light of the CCPA’s
broad definition of ‘‘personal information’’ that requires the tracking and extraction of
data from myriad locations and converting such data into a portable formant. Businesses also must provide two or more designated methods for submitting disclosure,
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deletion, and opt-out requests, including, at a minimum, a toll-free telephone number,
and if the business maintains a website, a website address.41
The above discussion highlights only some examples of the many ambiguities and
challenges presented by the CCPA. It is therefore tempting to limit the CCPA compliance effort to as small a group of consumers and personal information as permissible
under the Act. Yet California’s economy is the fifth largest in the world, and the flow of
much online activity and data through the state provide reason to consider complying
with the CCPA framework nationwide. Moreover, the operational and technical
impracticality of segregating the data of California residents and implementing a
different framework for each jurisdiction weighs heavily in this decision. Finally,
California has led the United States in adopting privacy and data security protections,
enacting the first law in the world to require notification of data breaches in 2002.
There is a significant probability that other States will follow the CCPA with similar
consumer privacy laws and regulations, as they did in the adoption of data breach
notification requirements. Accordingly, businesses must seriously consider application
of the CCPA framework to their operations nationwide, making the compliance effort
an even more important endeavor.
While the CCPA remains subject to change, and guidance and rulemaking from the
Attorney General will have significant impact on implementation, businesses cannot
afford to wait for final clarity before consideration of appropriate systems, processes
and technology choices. Covered businesses will face significant liability exposure
immediately following the Act’s opperative date. All prudent businesses should be
engaging in the challenging tasks of deciphering the CCPA’s ambiguous terms and
exploring potential compliance approaches and solutions.
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