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Introduction

Distributed ledger (“DL”) technology

has been called the “e-mail for money2”

and “a first attempt at an ‘internet of fi-

nance’3” that may significantly affect or

even “revolutionize the world of finance4”

having the potential of reshaping the cur-

rent financial services technical

infrastructure5. The flurry of recent in-

novation and investment6 by stakeholders

in the technology and finance sectors in

exploring ways in which DL technology

could be harnessed for use in financial

transactions has caught the eye of financial

regulatory agencies. In an effort to avoid

wasting resources on innovation that is

ultimately stifled by regulation that may

be hard to anticipate as such technology

develops, stakeholders have called on

regulators to be more involved during the

development process, rather than only

afterwards. Recognizing the potential

benefits that DL technology innovation

may have for the economy, and desiring

to promote those benefits while simultane-

ously safeguarding financial stability and

protecting consumers, some regulators

have heeded these calls and adopted a

proactive rather than reactive approach,

by engaging and collaborating with the

fintech industry earlier than usual, at the

innovation stage. The goal of this new re-

lationship is, on the one hand, for DL

technology to be developed to preemp-

tively address regulatory concerns before

new products arrive on the market and

become systemically relevant, alleviating

the need for excessive new regulation,

and, on the other hand, for any new regu-

latory framework to be tailored to the

peculiarities of the technology and there-

fore be better suited to protect consumers

and address systemic challenges, while

still promoting innovation. As this article

goes to press, it remains to be seen how

the myriad probable changes at U.S. finan-

cial regulatory agencies following the

election of Donald J. Trump as President

will affect the development and regulation

of DL and other financial technology.

Part I of this article explains how DL

technology works and discusses a number
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of different applications for the technology,

providing examples of its uses in the context of

financial transactions as well as more generally.

Part II of this article discusses the advantages and

benefits, as well as the challenges, of employing

DL technology in financial transactions. Part III

of this article sets out some aspects of the regula-

tory framework applicable to DL technology and

discusses the positions certain regulators have

taken with respect to DL technology to date.

Part I

A. What is a distributed ledger?

A “distributed ledger” is the generic term given

to decentralized digital ledgers or records used to

validate, register and track complex virtual

transactions. Unlike traditional accounting led-

gers, DLs are characterized by the fact that they

are decentralized and shared, meaning that no

single institution or database maintains or con-

trols the ledger. Instead, the ledger is operated by

a network of participants who collectively em-

ploy cryptography (computer-based encryption

technology) to process and validate transactions.

In simple terms, before any transaction can be

added to the mosaic of transactions already on

the ledger, network participants act as collective

accountants and use complex algorithms to verify

the legitimacy of the transaction, a process that

weeds out any transactions that cannot be recon-

ciled with the history of transactions and owner-

ship records already on the ledger. Once there is

consensus among the network participants, the

transaction is verified, assigned a unique identi-

fier and added to the chain of transactions already

recorded on the ledger, generating a permanent

digital footprint which will in turn be used to

validate any future transactions in the same asset.

The DL is said to be the ultimate “truth” for the

transaction: there are no competing third party

ledgers governing the same transaction and there

is no need to rely on trusted intermediaries in or-

der to perform or validate the transaction.

While the above is a summary of the character-

istics that broadly define and unify distributed

ledgers—namely, consensus, validity, unique-

ness, immutability and authentication—the

reader should note that DL technology can be

adapted in various different ways and, as such,

there are a variety of “species” of distributed

ledgers. The first7 is the “blockchain,” which is a

“permission-less” public ledger open to all users

that records peer-to-peer transactions in the

cryptocurrency “Bitcoin” in a linear, chronologi-

cal order. Since the advent of the blockchain, sev-

eral other species of distributed ledgers have

come into existence, some of which have been

designed specifically for use in the financial ser-

vices industry. One such ledger is Corda, the

distributed ledger developed by R3 CEV with

investment from a consortium of financial institu-

tions, which shares blockchain’s decentralized

characteristic but, unlike the blockchain, is “per-

missioned” and therefore only open to predeter-

mined users whose identity has been checked and

participation sanctioned, imposes certain trans-

action requirements and does not employ a na-

tive cryptocurrency, such as the Bitcoin. In light

of the number of potential permutations of DL

technology, it is vital to discuss the applications,

advantages and disadvantages of DL technology

in the context of, and by reference to, a specific

species of distributed ledgers, although com-

mentators often do not do so.

B. Applications for Distributed
Ledgers

Although the birthplace of DL technology was
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in the context of peer-to-peer exchanges of digital

currencies, its architecture makes it applicable in

a variety of contexts involving transfers of assets

and/or information between parties. Outside the

finance sector, DL technology is being explored

for use in areas such as land title registers, digital

property transfers, government electorate8 and

shareholder voting9, automatic taxation, identity

management and issuance of sovereign

currencies10.

In the context of financial transactions, DL

technology could play a role in, among other

things, peer-to-peer mobile payment platforms,

loan syndications11, securities issuances12 and

trading, interbank payments, cross-border remit-

tances, trading of swaps and other derivatives,

and post-trade settlement activities. The follow-

ing example is intended to illustrate some poten-

tial applications of DL technology to securities

and derivatives transactions:

X Corporation issues a negotiable debt instru-

ment that pays interest on a monthly basis. The

return on the instrument depends on the finan-

cial performance of X Corporation and on the

performance of an underlying benchmark

index. The debt instrument contains certain

financial maintenance covenants: if X Corpora-

tion fails to comply with these, it must post col-

lateral and will be prohibited from taking cer-

tain actions, such as issuing additional debt or

making certain investments.

E In a traditional scenario, the delivery of,

and transfer of ownership in, the instru-

ment, payments thereon, collateral deliv-

ered to secure obligations thereunder and

secondary trading therein each involve a

number of standalone operational steps,

which occur sequentially and require par-

ticipation from a number of different third

party intermediaries (such as registrars,

trustees, paying agents, transfer agents,

custodians and clearing centers) and rely

on the accuracy of a variety of different re-

cords at each step in the transaction. In ad-

dition, in order to perform the obligations

under the instrument, the legal document

governing the instrument, X Corporation’s

financials and external reference data must

all be reviewed and interpreted by X Corpo-

ration’s lawyers, accountants and other

advisors. As such, the speed and success of

the transaction will depend on the effi-

ciency, quality and capability of each inter-

mediary, and there is a risk that at least one

source of data or record relied on to perform

the transaction will be corrupted or that one

of the intermediaries will fail. In addition,

the involvement of each intermediary will

cause X Corporation or the holder of the

instrument to incur additional charges.

E In the realm of DL technology, the same

transaction could occur while involving

fewer intermediaries and records, and,

under certain circumstances, relying on

self-executing contractual terms (colloqui-

ally referred to as “smart contracts”), as

demonstrated in a pilot “smart derivatives”

issuance by Barclays, which imported cer-

tain industry standard terms13 (e.g., relating

to payments, events of default, margin and

close-out calculations) into a DL, allowing

the trade to be performed almost

automatically. In our example, data relating

to ownership of the instrument, the contrac-

tual terms pertaining to it, X Corporation’s

financials and the reference index could all
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be embedded in the DL, enabling the steps

discussed above to take place almost instan-

taneously, on the basis of a single source of

information. Any payments and collateral

transfers could be settled directly on the

DL, by debiting and crediting the respec-

tive parties’ accounts, without reference to

external data sources or reliance on opera-

tional capacities of third parties. If X Cor-

poration fails to comply with its financial

covenants, this could be detected by the DL

on the basis of the financial data available

to it, and the DL could in turn impose re-

strictions on X Corporation’s ability to

transact on the DL while the default contin-

ues, allowing the covenants to be self-

enforcing. While this is a simplified ac-

count of the processes, it nevertheless

demonstrates the potential practical advan-

tages that have been attributed to DL tech-

nology by its developers and industry

stakeholders.

Part II

A. Advantages of Distributed
Ledger Technology

The following is a discussion of certain advan-

tages DL technology could have in the context of

financial transactions, as well as the limitations

apparent in certain circumstances:

1. Increased efficiency and decreased costs:

By enabling transactions to be initiated,

processed, cleared and settled almost simulta-

neously, by allowing automatic valuations

and calculations of exposure and initial/

variation margins and by reducing the number

of intermediaries and competing proprietary

technologies, DL technology could make

processing and settling certain securities and

derivative transactions, cross-border pay-

ments and trade finance significantly

“faster14” and less dependent on third parties,

and, therefore, more efficient and cheaper15

than traditional transactions16. The resulting

efficiencies and reduced transaction costs

could have a positive impact on the economy.

2. Increased accuracy and security: The

involvement of several intermediaries in

traditional trades makes the information

involved in the trade more vulnerable to cor-

ruption, operational risks, record-keeping er-

rors (both human and mechanical) and threats

of cyber-attacks at each stage of the process.

By serving as a single database for all transac-

tions, DLs may reduce the risk of conflicting

information and ensure that unique identifiers

are used globally across transactions and that

records are “immutable”17. In addition, the

de-centralized nature of DLs may make them

very difficult to tamper with18 and therefore

more resilient to cyber threats, which have

traditionally been directed at a single institu-

tion or source of data. In the event of a cyber-

attack, DL technology may have increased

prospects of data recovery, since accurate re-

cords exist simultaneously in various loca-

tions and do not depend on a single master

record. However, the resilience of a DL

against cyber threats may be decreased if the

DL in question is not a public one like the

Bitcoin blockchain but one that is maintained

by several institutions only.

3. Reduced counterparty risks: Since benefi-

cial ownership of the asset is transferred

directly on the DL system, and clearing and

settlement of transactions is almost instanta-
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neous, each party may be exposed to risk of

counterparty default for a shorter time period

than in traditional transactions, thereby reduc-

ing the need for participants to have confi-

dence in the integrity and credit-worthiness

of any single entity. However, while this may

lessen the need for clearing by central clear-

ing parties (“CCPs”) in spot transactions,

there may be challenges in translating the

solution to more complex derivatives involv-

ing ongoing transactions and collateral ex-

changes, where counterparty risk needs to be

managed over a period of time, a risk with re-

spect to which CCPs play an important miti-

gating role.

4. Regulatory compliance and oversight:

Regulatory authorities monitor market activ-

ity and risk based on information about trans-

actions that financial institutions and other

intermediaries provide as part of compliance

with legal reporting and disclosure require-

ments, such as those imposed in the U.S. on

securities and derivative transactions under,

among others, the Securities Act of 1933 and

the Commodity Exchange Act (“CEA”) (as

amended by the Dodd-Frank Act) and by

regulators such as the Securities and Ex-

change Commission (“SEC”) and the Com-

modity Futures Trading Commission

(“CFTC”), including requirements relating to

insider trading reporting, swap data report-

ing19, transaction documentation and portfo-

lio reconciliation. In a DL system, transac-

tion records, swap positions and exposures

could be directly and automatically available

to regulators, without the need for specific

systems or records at the level of swap data

repositories, thereby allowing regulators to

monitor the flow of trades and identify any ir-

regular market activities while making com-

pliance less burdensome for the market

participants. This advantage of DL technol-

ogy has been recognized by Federal Reserve

System (“Federal Reserve”) Board Governor

Lael Brainard, who noted that the system

could lead to “greater transparency,20”by SEC

Commissioner Kara Stein, who said that a

“transparent and open approach to tracking

transactions could revolutionize regulators’

approach to monitoring systemic risk in these

areas”21 and by CFTC Commissioner Christo-

pher Giancarlo, who indicated that DL tech-

nology may “provide regulators with visibil-

ity into the trading portfolio of swaps

counterparties that they lacked during the

financial crisis,” going as far as to suggest

that the deployment of DL technology in the

context of the recent financial crisis could

possibly have enabled regulators to have re-

acted sooner to the deterioration of Lehman

Brothers.22 In addition, the DL could serve as

the record for trades which the CFTC requires

be maintained. Finally, DLs could remove the

need for transaction reconciliations required

by the CFTC23, since all parties would have

the same information and therefore disputes

relating to margins and valuations could be

avoided.

However, while DL technology could be

adapted to address the concerns against which

regulations were designed to provide safeguards

and could therefore satisfy the regulatory require-

ments in spirit, the technicalities of certain legal

requirements may need to be updated to reflect

the architecture of DL technology. For example,

CFTC regulations requiring reporting to swap

data repositories might need to be amended to

take account of DLs performing this role; CFTC
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regulation 1.31 relating to documentation re-

quirements would need to be updated to import

DLs into the definition of “electronic storage

media” and account for the fact that hard copies

may not be readily available; and CFTC regula-

tion 23.502 might need to be disapplied in the

context of DL trades which could be reconciled

automatically.

B. Challenges to Distributed
Ledger Technology

Notwithstanding the potential benefits of DL

technology identified above, certain common

concerns have been raised about the widespread

use of DL technology in the financial services

industry.

1. Legal and Operational Infrastructure: If

DL technology is to be deployed in cross-

border financial transactions, legal and regu-

latory regimes must be harmonized, which

will require substantial cooperation among

financial regulators and lawmakers.24 This

will involve consensus as to the type and

extent of financial regulation, as well as with

respect to how to ensure that the DL trading

environment remains competitive and im-

mune to risks of monopolies and market

manipulation. In addition, to the extent that

certain jurisdictions have stringent formality

requirements for certain corporate actions

(for example, requiring wet signatures), those

will have to be modified to reflect the opera-

tional aspects of distributed ledgers. Simi-

larly, implementing DL technology on a

global scale would require financial institu-

tions to replace or modify established institu-

tional processes, systems and software, and

to standardize practices to ensure that infor-

mation and transactions are handled consis-

tently on the DL. As such, for the potential

benefits of DL technology to materialize, sig-

nificant changes would need to be made to

the existing regulatory and industry

infrastructure.

2. Security and Privacy: A public and

permission-less type of distributed ledger,

such as the blockchain, raises concerns relat-

ing to privacy and security, which remain at

the forefront of regulators’ minds. SEC Com-

missioner Stein, CFTC Commissioner Gian-

carlo and Federal Reserve Governor Brainard

have all noted that important risk areas for

consideration include “cybersecurity, money

laundering and terrorist financing” and that

the role of regulators here is to address risks

to resiliency of systems by ensuring adequate

regulatory oversight. The Financial Stability

Oversight Council (“FSOC”) has noted that

“although distributed ledger systems are

designed to prevent reporting errors or fraud

by a single party, some systems may be vul-

nerable to fraud executed through collusion

among a significant fraction of participants in

the system,”25 which is a concern shared by

Federal Reserve Board Governor Brainard,

who has focused on the ability of adverse ac-

tors to hijack a participant’s access to the

ledger, citing recent thefts of Bitcoin as an

example of the continued vulnerability of

certain platforms. These challenges suggest

that a distributed ledger which is to be used

for financial transactions may need to be

developed in such a way as to balance the

need to maintain as private and confidential

certain sensitive personal and market infor-

mation, while maintaining sufficient transpar-

ency to enable regulators to oversee trading

activity and limit the proliferation of terrorist
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or other forms of criminal financing which

could flourish in an environment where

cyber-encryption enables participants to

conceal identities. This may involve using

encryption technology in respect of certain

information while also changing DLs from a

permission-less platform to a permissioned

one that will require network participants to

comply with certain anti-money laundering,

sanctions and other similar regulatory re-

quirements as a condition to participation.

3. Scalability and Interoperability Issues:

The smooth operation of DL technology in

financial transactions and management of

operational risks is vital in maintaining trust

and confidence in markets, as noted by Fed-

eral Reserve Governor Brainard. Since the

application of DL technology to financial

transactions is still in its formative stage, it

remains to be determined how DL technol-

ogy would handle performing on a large scale

and dealing with a broad range of instruments

and participants, and whether the technology

is interoperable with existing systems to en-

able a transition from traditional trading

activities.

4. Adaptation to Complex Transactions: DL

technology appears to be capable of facilitat-

ing simple transactions, such as peer-to-peer

payments and standardized, exchange-traded

derivatives, as illustrated by Barclays’ efforts

in July 2016 to use smart contracts and DL

technology to trade certain equity derivatives

and the London Stock Exchange Group’s at-

tempts to implement DL technology into its

central securities depository. However, fur-

ther innovation may need to occur before the

technology can be deployed in more complex

financial transactions, including in bilaterally

negotiated, over-the-counter derivatives and

structured products. Complex derivatives

transactions may require mechanisms to be

built into DLs to handle, for example, adjudi-

cating disputes, unwinding trades, compress-

ing portfolios and converting contractual

terms into automated code.

Part III: Regulation of Distributed
Ledger Technology

As a result of increasing attempts to leverage

DL technology for application in financial trans-

actions, financial regulatory authorities in the

United States and abroad have been examining

DL technology from a regulatory perspective.

There is consensus among regulators on two

things: first, that DL technology could have a sig-

nificant impact on the financial services industry

and affect the health and stability of the economy,

and, second, that the path forward will require

regulators to engage and collaborate with each

other and with industry participants. However,

while many regulators and commentators have

expressed a general opinion on DL technology,

highlighted potential regulatory concerns and

engaged with industry stakeholders in a variety

of ways in an effort to remain involved in the in-

novation process, as DL technology is still at in

its “nascent stage26” in the financial sector, the

regulatory framework for DL technology itself

remains under construction and it remains to be

seen what views regulators will ultimately take

of DL technology.

A. Domestic regulation

To date, U.S. regulators have been evaluating

the impact of DL technology and engaging in

discussions with market participants, with a view
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to better understanding the subject but have in

some cases shied away from adopting the actively

collaborative approach of certain of their foreign

counterparts, discussed further below. Neverthe-

less, there are nuances among the regulatory

representatives’ views on what role regulators

should play in the context of DL technology in-

novations in the world of finance. The following

is a summary of certain positions.

FSOC: Tasked with monitoring and safeguard-

ing against excessive risks to the U.S. economy,

the FSOC notes27 that DL systems “have the

potential to change the way some asset classes

are traded and settled” and that, to the extent that

DL systems replace regulated intermediaries,

“regulators will need to adapt to the changing

market structure” and that “a considerable degree

of coordination among regulators may be re-

quired to effectively identify and address risks

associated with distributed ledger systems.”

FSOC notes that, despite the potential benefits,

the relative youth of DL technology means that it

is possible that “operational vulnerabilities may

not become apparent until they are deployed at

scale” and, as such, DL technology poses certain

“risks and uncertainties which market partici-

pants and financial regulators will need to moni-

tor,” calling upon regulators to “continue to

monitor and evaluate the implications of how

new products and practices affect regulated enti-

ties and financial markets and assess whether

they could pose risks to financial stability.”

CFTC: The CFTC has not announced an of-

ficial, institutional view on regulating DL

technology. However, Commissioner Christopher

Giancarlo, who has taken a strong interest in the

area, has expressed concerns that the develop-

ment of DL technology “is at risk of being sty-

mied by disparate and uncertain regulation,”

viewing regulators as having to choose between

“a regulatory path that burdens the industry with

multiple onerous regulatory frameworks or one

where we come together and set forth uniform

principles in an effort to encourage DLT invest-

ment and innovation.” Commissioner Giancarlo’s

“do no harm” approach aims to encourage invest-

ment and innovation by allowing the private sec-

tor to lead, with regulators avoiding undue re-

strictions and providing a “predictable, consistent

and straightforward legal environment,” emulat-

ing the federal government’s approach to regulat-

ing the internet. As part of this, Commissioner

Giancarlo has called on the CFTC and its fellow

regulators to adopt a collaborative approach sim-

ilar to their United Kingdom counterparts and

suggested that the CFTC may need to revisit its

existing regulations to better align them with the

DL architecture and make them “technologically

neutral” (including the CFTC’s recordkeeping

Rule 1.31, the current requirements of which for

keeping books and records in original form are

inconsistent with the recordkeeping system of the

DL, as discussed above in Part II). Similarly,

CFTC Chairman Timothy Massad has stated that

regulators should not stand in the way of innova-

tion and should potentially encourage develop-

ments that can be beneficial, calling for a review

of existing regulations to determine whether they

need to be loosened in order to ensure that tech-

nology can develop. While the CFTC has not yet

introduced any regulation to deal specifically

with DL technology, it has previously asserted its

jurisdiction in this general sphere by allowing

several trading facilities registered with the

CFTC to offer Bitcoin derivatives and bringing

several enforcement actions related to Bitcoin

derivatives. In In re Coinflip, Inc.28, the CFTC
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determined that virtual currencies, such as Bit-

coin, qualify as a “commodity” under the Com-

modity Exchange Act and therefore fall under its

jurisdiction. In In re TeraExchange, LLC29, the

CFTC shut down a swap execution facility in re-

spect of certain Bitcoin trades. The CFTC’s activ-

ity in the context of Bitcoin suggests that the

CFTC might take the view that DL technology

could also fall within the agency’s regulatory

umbrella.

Federal Reserve: As with the CFTC, the

Federal Reserve does not yet have an official po-

sition on DL technology. However, Federal Re-

serve Board Governor Brainard30 has stated that

DL technology could “transform the way finan-

cial market participants transfer, store, and main-

tain ownership of digitized assets” and has indi-

cated that, in engaging with the DL technology

industry and stakeholders, the Federal Reserve

will be guided by the principles of efficiency,

safety, integrity and financial stability, and that

the “deployment of any new financial technology

must be undertaken with a thorough understand-

ing and management of risks,” highlighting the

fact that DLs “could ameliorate or exacerbate

traditional financial risks” and that more infor-

mation is needed before the Federal Reserve can

adopt a regulatory approach. Further, Governor

Brainard has highlighted that policymakers and

regulators are not only looking at whether DL

technology increases or reduced risks, but also

“whether risks are rendered more or less opaque

and how they are distributed among and between

financial intermediaries and end users.” In addi-

tion, Governor Brainard has called on the tech

community to further identify the vulnerabilities

of DL platforms. Unlike CFTC Commissioner

Giancarlo’s desire to ensure that DL technology

is not “strangled at birth” by excessive regula-

tion, Governor Brainard sees the fundamental

threshold test for the new technologies as focus-

ing on whether they can be deployed and oper-

ated safely, with operational and financial integ-

rity, security and resilience. While the Federal

Reserve has established a working group engag-

ing in an analysis of financial innovation, focus-

ing on cross-border payments, trade finance and

the securities markets, and Governor Brainard

has recognized a “compelling” case for the use of

DL technology in securities markets and stated

that she sees a role for DL technology in stream-

lining some of the “more antiquated corners of

the market,” to date, the Federal Reserve has not

signaled any plans to actively collaborate with

developers in the “sandbox”-type approach dis-

cussed below. Governor Brainard has indicated

that the Federal Reserve expects “the private sec-

tor to bear important responsibility for develop-

ing and deploying new financial technologies in

a safe and sound manner” but cautioned that the

“industry may still be several years away from an

application that is ready to be implemented.” It is

expected that more light will be shed on the topic

in a report expected to be published by the Fed-

eral Reserve in early 2017.

SEC31: The SEC has followed in the CFTC’s

and Federal Reserve’s footsteps in declining to

take an official position to date, although Chair

Mary Jo White32 has noted the “significant impact

that technology innovation” continues to have on

our lives and proclaimed that DL technology “has

the potential to modernize, simplify, or even

potentially replace, current trading and clearing

and settlement operations,” while Commissioner

Kara M. Stein has spoken of recent innovations

in technology as injecting “both excitement and

new issues into the financial markets.33” Accord-

ing to White34, the SEC has to ensure that its
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“rules and regulatory actions create an environ-

ment that fosters innovation and growth,” al-

though she has recognized that innovations in

technology bring about opportunities, as well as

challenges and risks, and indicated that there is a

need to learn more about DL technology before

being equipped to regulate it, which Commis-

sioner Stein35 has echoed in noting that, since DL

technology is still in its formative stage, “a lot of

questions will need to be answered.” The SEC’s

response to DL innovation to date includes estab-

lishing a Distributed Ledger Technology Work-

ing Group and setting up a Blockchain Task

Force within its Specialized Working Group on

Equity Market Structure. The SEC’s core goal is

to protect investors and, as such, its regulatory

regime will be guided by this, which will in part

require having regulations that promote market

confidence, focusing on robust disclosure and in-

formation dissemination rules. The key regula-

tory issue identified by the SEC has been whether

DL applications require registration under exist-

ing SEC regulatory regimes, such as those for

transfer or clearing agencies, which the SEC has

actively been exploring. Notably, Commissioner

Stein’s concerns referred to DL technology em-

ployed in a permission-less system, suggesting

that a permissioned form of DLs might be more

palatable.

Office of the Comptroller of the Currency

(“OCC”): Recognizing that technological ad-

vances are “reshaping the financial services

industry at an accelerated pace,36” the OCC, as

primary regulator of national banks and federal

savings associations, has adopted a strategy of

supporting “responsible innovation that enhances

the safety and soundness of the federal banking

system, treats customers fairly, and promotes

financial inclusion.37” The OCC’s Comptroller of

the Currency, Thomas J. Curry38 has noted that

the growing collaboration between banks which

are subject to the OCC’s oversight and technol-

ogy developers has given rise to a need for the

OCC to become more involved in the innovation

process in order to foster “a culture within the

OCC that is receptive to new ideas and gives

more open and thoughtful consideration of op-

portunities as well as risks,” calling upon regula-

tors “to collaborate with industry and other

stakeholders, as well as other regulators, to

maintain an open dialogue.” The OCC’s response

has been to implement a formal framework to

improve the agency’s ability to understand and

respond to financial innovation affecting the

federal banking system39 it regulates. The OCC’s

Innovation Framework Development Team and

Office of Innovation40 will act as a “centralized

clearinghouse for innovation activities41” and

will conduct outreach, provide technical assis-

tance and promote awareness and training among

agency staff in order to equip regulators with the

knowledge and skills required to properly regu-

late DL technology. The Office of Innovation

aims to ensure “that institutions with federal

charters have a regulatory framework that is

receptive to responsible innovation and the super-

vision that supports it.42” The OCC’s strategy is

geared toward active collaboration with develop-

ers, banks and other regulators to ensure a “clear

understanding of the financial services regulatory

environment” by all participants and a “consis-

tent application of laws, regulations and

guidance43.” Although the OCC supports compa-

nies conducting carefully designed pilots to test

the viability of DL technology, it has not yet gone

as far as promoting the approach adopted by

some foreign regulators which would allow

companies to test out products without being
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subject to the usual regulation and penalties; the

OCC has stated that “waiving compliance with

consumer protection or safety and soundness

never makes sense44” and has indicated that any

pilot programs sanctioned by it “would not pro-

vide a safe harbor from consumer protection

requirements.45” Comptroller of the Currency

Thomas J. Curry has stressed that, although the

OCC will not provide developers with a safe

harbor, it will work toward establishing transpar-

ent processes to evaluate DL technologies and

respond to requests from innovators, and that the

OCC will make its expertise and experience

available to support the federal banks it regulates

in applying DL technologies, with the aim of

ensuring that banks have appropriate risk man-

agement plans in place when deploying DL

technology in their operations. The OCC’s ap-

proach is intended to combat the deterrent effect

that regulatory uncertainty, lack of transparency

and inconsistency in regulation have on

innovation.46 On December 2, 2016, Comptroller

of the Currency Thomas J. Curry noted that the

OCC is considering the possible issuance of

special-purpose national bank charters to finan-

cial technology firms.47

Financial Crimes Enforcement Network

(“FinCEN”): FinCEN has looked at DL technol-

ogy in the context of its mandate48 to combat

money laundering, terrorist financing and other

financial crimes and has established that certain

transactions and participants will be subject to

the Bank Secrecy Act’s registration and record-

keeping requirements (including registration with

the Department of Treasury and anti-money

laundering and consumer identification

programs). FinCEN’s interpretation of the rele-

vant rules is that participants who transact in

“convertible virtual currencies49” will be covered,

as well as “exchangers” and “administrators.”

While the scope of FinCEN’s reach will depend

on the particular application of DL technology,

complex financial transactions, particularly secu-

rities and derivatives, may contain one or more

components that invite FinCEN’s scrutiny, and a

permissioned system may be more aligned with

FinCEN’s regulatory concerns than the

alternative.

Federal Deposit Insurance Commission

(“FDIC”): The FDIC has not expressed any of-

ficial views on regulation of DL technology but

certain spokespersons have noted the need to be

proactive and learn more about the technology in

order to be better placed to regulate it when the

time comes.50

B. Foreign regulation

While domestic regulators have recognized the

importance of DL technology and sought to learn

more about it, certain foreign regulators have

gone one step further and become actively in-

volved in innovation and development in DL

technology, while others remain more cautious.

“Sandboxes” / “Incubators” / “Safe

Harbors”: Regulators in certain foreign jurisdic-

tions, including the United Kingdom, Australia51,

Hong Kong52, Singapore53, Japan and Abu

Dhabi54 have not only recognized the potential

that DL technology has to revolutionize financial

services but are also actively interacting with

developers and other industry stakeholders in the

innovation process, by offering a range of pilot

schemes which are intended to enable innovators

to test and develop their ideas before they incur

material authorization and compliance costs. As

part of its Project Innovate55, the United King-

dom’s Financial Conduct Authority has allowed
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regulatory “sandboxes,” which are designed to

remove barriers to innovation for businesses in

the DL space by giving creators “space to

breathe” from regulatory burdens by allowing

them to test new forms of, and applications for,

DL technology in a live environment without be-

ing subject to normally-applicable regulatory

requirements and consequences. While the condi-

tions and requirements applicable to sandboxes

depend on the particular jurisdiction, this ap-

proach has promoted innovation, allowed partici-

pating regulators to get a better grasp on the

technology and potentially made the relevant

jurisdictions attractive markets for emerging

technology companies.

“Balanced Approach”: The European Securi-

ties and Markets Authority (“ESMA”) has called

for adoption of a “balanced approach” when deal-

ing with DL technology innovation in the finan-

cial services industry, which requires assessing

the benefits and risks of DL technology and

determining the level and type of regulation

based on how the technology is actually

implemented. While recognizing that regulation

should not stifle emerging innovation, ESMA

warns of the need to design rules which strike the

right balance between properly vetting partici-

pants and ensuring safety in transactions on the

one hand and, on the other hand, not making the

system unduly complex or being excessively

selective and limiting the scope of the network.

According to ESMA, there is a lower risk and

decreased need for new regulation if DL technol-

ogy is deployed by existing market participants,

who are already subject to regulatory oversight,

to improve their internal infrastructure. On the

other hand, to the extent that DL technology

supersedes and replaces the current systems and

market participants, ESMA has taken the view

that the existing regulatory framework will need

to be updated and DL technology itself may need

to become a more permissioned system, which

contains certain entry barriers based on regula-

tory requirements and ensures oversight of

participants. ESMA also harbors concerns about

the ability of DL technology to facilitate complex

financial transactions, especially in the context of

derivatives, and to comply with the clearing

requirements of European Union (“EU”) regula-

tions such as the European Market Infrastructure

Regulation.

“Smart Regulation”: The European Parli-

ament’s Committee on Economic and Monetary

Affairs56 (the “Committee”) has called for “smart

regulation” of DL technology and indicated that

the approach at the EU level will focus both on

the opportunities and risks related to DL

technology. In a similar vein to other regulators,

the Committee recognized that DL technology

has the “potential to contribute positively to

consumer welfare and economic development”

by lowering transaction costs, promoting access

to finance and enhancing the speed and resilience

of payment systems. However, the Committee

has also highlighted areas of concern, including

money laundering, terrorist financing and tax

fraud, and indicated that the risks will continue

to emerge more clearly as the use of DL technol-

ogy becomes more widespread. The Committee

has noted that the challenges faced by regulators

relate to regulators’ capacity to cope with the

emergence of new technologies, which makes it

difficult for regulators to define appropriate

safeguards in a timely manner, as well as the legal

uncertainty surrounding the various applications

of DL technology, with existing legislation being

ill-suited to DL technology and new regulation

still lacking. The Committee has encouraged
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government agencies at both the EU and Member

State level to test DL systems and explore the use

of real-time DL supervision and reporting tools.

The Committee has called for a proportionate

regulatory approach so as not to stifle innovation

at an early stage, warning against the use of “pre-

emptive and heavy-handed regulation,” while

calling for serious regard for the regulatory chal-

lenges that DL technology might pose and noting

that “rapid and forceful regulatory measures” are

called for in order to address risks associated with

the use of DL technology before they become

systemic. The Committee has noted that existing

EU regulation will continue to apply based on

the types of transactions the regulations are

designed for, rather than the underlying technol-

ogy or platform on which those transactions are

carried out, focusing specifically on EU legisla-

tion regulating derivatives transactions. The

Committee has recommended that a horizontal

task force be set up to provide “technical and

regulatory expertise to regulatory agencies in or-

der to ensure a timely and well-informed re-

sponse to the new opportunities and challenges

arising” with DL technology. The predominant

theme in the Committee’s discussion has been

ensuring that regulators are equipped to safeguard

the “proper functioning and the resilience” of

new technologies and a call for “sound gover-

nance and supervisory structures.”

The Committee has said that its approach will

be to enhance regulatory capacity in this area and

encourage governments to test DL systems and

explore the use of real-time supervision and

reporting tools, and to provide for the existence

of DL technology in any updates to anti-money

laundering legislation and a task force to provide

technical and regulatory expertise.
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