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Foreign Ownership, Control, or Influence: FOCI 
Review Now Reaches DOD Unclassified 
Contracts and Subcontracts 

By Chris Griner, Greg Jaeger, Chris Brewster and Erin Bruce Iacobucci  

The 2020 NDAA contemplates a range of new FOCI-related requirements for U.S. defense 
contractors that, while not yet implemented, necessitate preparation for compliance by 
affected companies. 

he new decade is certain to bring new regulations governing companies doing business with 
the U.S. government—particularly those companies engaging in work with national security 
implications. Among the several changes on the horizon will be expanded reviews of foreign 

investments and alliances, new disclosure requirements (and potential regulations) for 
contractors holding facility security clearances, and rigorous export controls compliance.   
 
This article focuses on an area of government review that previously was of concern principally 
to companies performing contracts on classified programs for the U.S. Department of Defense 
(DOD): “foreign ownership, control, or influence” (FOCI). As recent legislation has made clear, 
FOCI is no longer a subject that is limited to the classified contracting community. Going forward, 
companies performing on commercial contracts for DOD will need to familiarize themselves with 
the concept of FOCI, how it is defined, and, importantly, what FOCI mitigation could look like.  
 
FOCI and the 2020 NDAA 
On December 20, 2019, President Trump signed into law the National Defense Authorization Act 
(NDAA) for Fiscal Year 2020. i Section 847(b) of the 2020 NDAA requires DOD to improve its 
processes and procedures for assessing and mitigating the FOCI-related risks of those contractors 
and subcontractors doing business with DOD. As Section 847(b)(2) directs, these “processes and 
procedures” must include the following three core elements. 
 
1. FOCI Assessment   
Section 847(b)(2)(A) requires an assessment of FOCI for “covered” contractors and 
subcontractors (“covered” defined as “an existing or prospective contractor or subcontractor of 
[DOD] on a contract or subcontract with a value in excess of $5,000,000”). ii The disclosures made 
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pursuant to this assessment must be updated consistent with the procedures set forth in the 
National Industrial Security Program Operating Manual (NISPOM), as amended, iii and include 
contact information for each of the foreign owners that are identified as a “beneficial owner.”iv  
 
Section 847(b) further provides that, at a minimum, the FOCI-related disclosures must be 
provided at the time the contract or subcontract is awarded, amended, or renewed, but in no 
case later than one year after the secretary of defense prescribes regulations carrying out this 
subsection. 
 
2. Responsibility Determination 
Importantly, Section 847(b)(2)(B) requires that consideration of FOCI risks become part of 
contractor “responsibility” determinations. This will include:  
• Whether to establish a special standard of “responsibility” relating to FOCI risks for covered 

contractors/subcontractors, and the extent to which policies and procedures consistent with 
or similar to those in the NISPOM relating to FOCI shall be applied to covered contractors and 
subcontractorsv; 

• Procedures authorizing contracting officers to make responsibility determinations regarding 
whether covered contractors and subcontractors may be under FOCI, and to determine  
whether there is reason to believe that such FOCI “would pose a risk or potential risk to 
national security or potential compromise because of sensitive data, systems, or processes, 
such as personally identifiable information, cybersecurity, or national security systems 
involved with the contract or subcontract”vi; and  

• Modification of policies, directives, and practices to provide an assessment about whether a 
covered contractor or subcontractor that is under FOCI may be a sufficient basis for a 
contracting officer to determine that a contractor or subcontractor is not responsible.vii 

 
3. Contract Requirements, Administration, and Oversight Relating to FOCI 
Section 847(b)(2)(C) mandates the following:  
 
• Requirements for contract clauses providing for and enforcing disclosures related to changes 

in FOCI or beneficial ownership during performance of the contract or subcontract, and 
necessitating the effective mitigation of risks related to FOCI throughout the duration of the 
contract or subcontractviii;  

• Designation of the appropriate DOD official responsible for approving and taking actions 
relating to award, modification, termination of a contract, or direction to modify or terminate 
a subcontract due to an assessment by the Defense Counterintelligence and Security Agency 
(DCSA) that a contractor or subcontractor under FOCI poses a risk to national security or 
potential risk of compromise ix;  

• A requirement for the provision of additional information regarding beneficial ownership and 
control of any covered contractor or subcontractor on the contract or subcontractx; and  

• Other measures as necessary to be consistent with other relevant practices, policies, 
regulations, and actions—including those under the National Industrial Security Program.xi 
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Finally, Section 847(f) requires that, not less than 180 days after the date of the enactment of the 
2020 NDAA, the secretary of defense must establish a process to update record systems—i.e., 
the Federal Awardee Performance and Integrity Information System (FAPIIS), administered by 
the General Services Administration, and the Commercial and Government Entity (CAGE) 
database, administered by the Defense Logistics Agency—to improve the assessment and 
mitigation of FOCI risks through the inclusion and updating of all appropriate associated uniquely 
identifying information about the contracts and contractors, and subcontracts and 
subcontractors, in the FAPIIS and CAGE systems.  
 
What Is the Purpose Behind the New FOCI Requirements? 
It is instructive to read the requirements in the context of the NDAA Conferees’ statement: 
  
The conferees are concerned by the growing threat to the integrity of the defense industrial base 
from strategic competitors, like the Russian Federation, the People’s Republic of China, and their 
proxies, seeking to gain access to sensitive defense information or technology through [U.S.] 
contractors or subcontractors…. However, the acquisition community must have greater visibility 
into all cleared and uncleared potential contractors and subcontractors seeking to do business 
with [DOD]. The Department must ensure that contractors and subcontractors do not pose a risk 
to the security of sensitive data, systems, or processes such as personally identifiable 
information, cybersecurity, or national security systems.xii 
 
What Does This Mean Going Forward? 
It is evident that Congress and DOD will focus on establishing greater visibility into, and control 
over, cleared and uncleared contractors seeking to contract with DOD. To that end, it is 
foreseeable that the 2020 NDAA’s new “processes and procedures” for contractors and 
subcontractors working in the unclassified DOD environment could extend to one or more of the 
longstanding FOCI mitigation controls that have been used for contractors and subcontractors 
performing on classified contracts. It is therefore in the interest of every major DOD contractor 
working in an unclassified environment to become familiar with the FOCI-related processes and 
procedures that already exist in the classified environment. (This is especially true for contractors 
and subcontractors—and their partners—that have foreign beneficial ownership.) 
 
Identification of FOCI and Mitigation Options in the Classified Contracting Environment 
By way of background, for a U.S. government contractor to be eligible to work on classified 
programs, the contractor must first hold a “facility security clearance” (FCL). By law, FCLs may 
not be issued to U.S. companies determined to be under FOCI unless the contractor implements 
adequate safeguards to protect U.S. national security interests.xiii  
 
The NISPOM provides guidance for determining whether U.S. companies are under FOCI and 
implements U.S. government policy for granting or continuing FCLs for U.S. companies operating 
under FOCI. Foreign ownership of cleared contractors is not barred, but it must be mitigated or 
negated.  
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The NISPOM also establishes an array of mitigation or negation options that place varying 
degrees of restrictions on the foreign investor—vis-a-vis the U.S. contractor—based on the 
nationality of the foreign investor and the extent of FOCI, including the specific relationship that 
exists between the two entities.xiv It is worth reviewing these mitigation and negation options 
because they provide visibility into the types of “processes and procedures” that could be 
adopted pursuant to the 2020 NDAA’s mandates.   
 
The National Industrial Security Program is designed, in part, to safeguard U.S. government 
contractors against improper foreign influence or control. A thorough review of a U.S. company’s 
relationship with foreign persons—including (but not limited to) investors, directors, 
management, lenders, and customers—is conducted to determine whether the company is 
under FOCI. Foreign influence is assessed in the aggregate, and the presence of multiple FOCI 
factors does not necessarily prevent a company from obtaining an FCL or performing on classified 
contracts and subcontracts. Nevertheless, the determination that a company is under FOCI will 
render the company ineligible for an FCL unless and until the FOCI factors have been mitigated 
to the satisfaction of the U.S. government.xv 
 
To mitigate FOCI in the classified contracting space, the NISPOM describes four mitigation options 
that permit foreign-owned or controlled companies to hold FCLs and contract with the U.S. 
government in a classified environment. These four options are outlined as follows.   
 
Mitigation Option #1: Board Resolution  
Where foreign investment in a company is sufficient to raise national security concerns, but not 
sufficient to allow representation by the foreign investor(s) on the board of directors, it will 
generally be acceptable for the board to adopt a resolution certifying that the foreign investor 
will be prohibited from access to classified information and will not be permitted, among other 
things, to exercise adverse influence on the cleared company’s performance of classified 
contracts. If foreign ownership is sufficient to elect a member to the board, or the foreign investor 
is otherwise entitled to board representation (e.g., through an investor rights agreement), a 
board resolution may not be acceptable FOCI mitigation—even if the foreign owner is not, in fact, 
represented on the board. 
 
Mitigation Option #2: Voting Trust Agreement and Proxy Agreement  
Voting trust agreements and proxy agreements are applied in circumstances where a foreign 
investor is positioned to control a U.S. company. Under these agreements, three trustees or 
proxy holders are typically vested with control of the company, except for a small number of 
specifically identified matters (such as mergers or bankruptcy), for which the consent of the 
stockholder may be required. Proxy holders/trustees must— 
• Be U.S. citizens;  
• Reside in the United States;  
• Be able to hold a personnel security clearance (PCL) at the same level as the cleared 

company’s FCL (e.g., “Secret,” “Top Secret”); and  
• Have no prior involvement with either company.   
•  



 5 

Although the foreign interestxvi may not influence the U.S. company under a voting trust or proxy 
agreement, the U.S. government generally permits the stockholder to consult with the proxy 
holders/trustees on matters of importance to the company, and the NISPOM expressly allows 
such interaction “where otherwise consistent with U.S. laws, regulations, and the terms of the 
voting trust or proxy agreement.” Under both arrangements, there are no restrictions placed on 
the company’s eligibility to access classified information or to compete for classified contracts.xvii  
 
In practice, voting trusts are rare. Proxy agreements are the general practice where significant 
control restrictions are put in place. 
 
Mitigation Option #3: Special Security Agreements/Security Control Agreements  
A Special Security Agreement (SSA) may be used when a foreign interest owns or controls a U.S. 
company and that company requires access to classified information for the performance of 
classified U.S. contracts. However, under an SSA, the U.S. company may only access highly 
classified “proscribed information”xviii with special authorization following a National Interest 
Determination (NID).  
 
The standard for a NID is that the release of the proscribed information to the SSA company “is 
consistent with the national security interests of the United States.”xix Notably, the 2019 NDAAxx 
altered the landscape for NIDs, removing the requirement for SSA companies doing DOD work 
that are wholly owned by companies organized in “national technology and industrial base” 
countriesxxi (at least in most part), effective October 1, 2020. The scope of this provision remains 
under review at DOD. 
 
It should be noted here that a critical difference between SSAs and proxy agreements (which are 
the two most commonly used FOCI mitigation/negation plans) involves board representation. 
Under an SSA, the foreign interest may have minority representation on the SSA company board 
of directors if the directors representing the foreign investor are excluded from unauthorized 
access to classified and export-controlled information, among other restrictions. The directors 
representing the foreign owner must be outnumbered by independent “outside directors”—i.e., 
U.S. government–approved U.S. citizens who reside in the United States, hold or are eligible to 
hold PCLs at the level of the SSA company’s FCL, and have no prior involvement with either 
company. Although the foreign owner may appoint the outside directors, as noted, the 
appointment must be approved by the U.S. government. 
 
In minority ownership cases, where a company is not effectively owned or controlled by a foreign 
shareholder, but a foreign shareholder is nevertheless represented on the board of directors, the 
company may be cleared under a Security Control Agreement (SCA). The SCA is similar to an SSA, 
except that access to proscribed information is not typically limited under an SCA. Further, 
although one or more outside directors must be appointed to the board, the number of outside 
directors may equal or exceed the number of foreign shareholder representative directors on the 
board. Thus, if a foreign shareholder has a single board seat, the SCA board may have a single 
outside director. (Under an SSA, two or more outside directors would be required in such 
situations.) 
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Mitigation Option #4: Limited FCL  
A “limited FCL” may be available to a U.S. company under FOCI if the United States has entered 
into an industrial security agreement with the government from which the foreign interest is 
derived, and the release of classified information is consistent with the U.S. National Disclosure 
Policy. In extraordinary circumstances, a limited FCL may also be available based on a statement 
provided by the U.S. government contracting activity identifying to the cognizant security agency 
(e.g., DCSA) a compelling need that justifies the FCL and confirms that access to classified 
information is essential for contract performance.  
 
Limited FCLs are only valid for contracts awarded by the initiating U.S. government contracting 
activity. Further, access limitations are inherent with the granting of a limited FCL and apply to 
all of the cleared company’s employees, regardless of citizenship. In practice, limited FCLs are 
rarely issued when cleared companies are under FOCI. 
 
Requirements for FOCI-Mitigated Entities 
The NISPOM requires any company operating under a voting trust, proxy agreement, SSA, or SCA 
to establish a permanent committee of its board of directors known as a “government security 
committee” (GSC). A GSC is composed of the voting trustees, proxy holders, or outside directors, 
as applicable, and other directors who hold PCLs and are also officers of the U.S. company (i.e., 
“officer directors”). Representatives of the foreign interests are not permitted to hold PCLs 
through the cleared company, and if they have PCLs through other organizations, they may not 
typically use those PCLs to access classified information in the possession of the cleared company. 
The GSC must—  
• Ensure the U.S. company maintains policies and procedures to safeguard classified 

information,  
• Ensure the company complies with U.S. export control laws, and  
• Prevent improper control or influence from the foreign interest. 
 
Under the NISPOM, all companies cleared under a voting trust, proxy agreement, SSA, or SCA 
must also establish a series of supplemental plans as applicable to the relationships between the 
cleared, FOCI-mitigated companies and the shareholders:  
• Technology control plans—Required by each agreement “to reasonably foreclose the 

possibility of inadvertent access by non-U.S. citizen employees and visitors to export-
controlled information for which they are not authorized.”   

• Electronic communications plans—Required by each agreement to ensure electronic 
communications and any shared information systems are not used as a means for the foreign 
interest to exert impermissible control or influence over the FOCI-mitigated entity or to 
improperly convey classified or export-controlled information.   

• Affiliated operations plans—Only required if the cleared company will be sharing 
administrative services, personnel, third-party vendors or services providers, or cooperative 
commercial arrangements with the foreign interest.   
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• Facility location plans—Put in place if the FOCI-mitigated entity will be located sufficiently 
near any foreign interest that compliance with the voting trust, proxy agreement, SSA, or SCA 
(as applicable) could be impeded. 

 
It is fair to assume that the 2020 NDAA is unlikely to unleash the full range of restrictions on 
unclassified contractors that are now required of contractors holding FCLs. It is also fair to 
assume, given the express concern of the Conference Committee regarding Russia and China, 
that contractors owned or controlled by investors or shareholders located in allied countries are 
less likely to be subject to mitigation requirements. Nevertheless, the 2020 NDAA will impose 
new FOCI disclosure requirements on DOD contractors and subcontractors across the board. 
DOD’s response will be informed by the current FOCI mitigation or negation process for cleared 
contracts, and the scope and reach of new regulations is not yet clear. 
 
Summary 
 
Contractors currently working with DOD on unclassified contracts, and who meet the basic 
threshold criteria discussed in this article, would be well-advised to consult with counsel 
specializing in FOCI/national security issues to determine whether they may be deemed to be 
under FOCI and, if so, what the potential consequences of that status might be. Although the 
formal FOCI-related “processes and procedures” contemplated by the 2020 NDAA have yet to be 
established, it is prudent to anticipate their implementation and commence the process of 
identifying FOCI-related risks. This is all the more important because FOCI-related mitigation 
measures take significant time to both identify and implement.  

 
 
Reprinted with permission from the March 2020 edition of the Contract Management Magazine. All 
rights reserved. Further duplication without permission is prohibited. 
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