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very practicing attorney knows—or should—that any confidence learned from the client in 
the confessional of his representation must remain confidential. The communication is 

protected by the attorney-client privilege.1  If there was any doubt, the Supreme Court, 
addressing the death of Bill Clinton’s friend/Deputy White House counsel, Vincent Foster, held 
that the communication (there, between Foster and his lawyer) is protected not simply until 
the client dies, but forever.2   

Meaning, if the client tells his lawyer something during the attorney-client relationship, the 
attorney must take the disclosure to his grave. Indeed, would a client willingly “tell all” to her 
lawyer if she thought that the day the representation ended, or even the day after the client 
died, the lawyer would be free to disclose what the client said during a weakened state of 
needing a lawyer, particularly a criminal lawyer? No—a client will likely not disclose to her 
lawyer all the facts unless assured that the information will be confidential.3  And, given the 
Internet era, just imagine how fearful a public figure would be knowing that his lawyer could 
properly write a tell-all about back-when, when he represented and received confessional-like 
confidences from Hillary Clinton, Chris Christie, Brian Williams or even Paris Hilton. Thus, the 
“attorney-client privilege” is ingrained in every lawyer’s being. 

But put aside what your client discloses. What if you Google her, learning that she was 
prosecuted years ago and acquitted in a faraway jurisdiction for the same offense currently 
under investigation, or something else? Or you find that the client has previously left a string of 

                                                      
1 N.Y.C.P.L.R. §4503; Federal Rules of Evidence §501. 
2 Swidler & Berlin v. U.S., 524 US 399 (1998). 
3 Upjohn Co. v. U.S., 449 U.S. 383, 391 (1981). 
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lawyers unpaid. Perhaps, you speak to a witness who demonstrates the client has lied to you. 
Or opposing counsel tells you something you wish you—or he—didn’t know. 

Surely, and it is actually hornbook law, this information, strictly speaking, isn’t protected by the 
attorney-client privilege. The client didn’t communicate it, or even lead the attorney to the 
information. No, it came to the attorney independently, although in the context of the 
representation. Is it protected? 

This article’s impetus is a recent California State Bar Formal Opinion Interim (Ca. Op.)—its 
underlying rule is similar to New York’s—which awaits comments; that analyzed variations on a 
lawyer’s obligations to maintain confidences and secrets of a client depending on specific 
circumstances.4  So . . . is information learned through third parties protected? Maybe. 

The Rules 

As we often find, returning to New York, the Rules of Professional Conduct require more than 
the evidentiary rule or its case law. Succinctly, “[t]he ethical obligation to maintain the 
‘confidences’ and ‘secrets’ of clients and former clients is broader than the attorney-client 
privilege, and exists ‘without regard to the nature or source of information or the fact that 
others share the knowledge.’”5   “This ‘broader’ category of ‘secret’ embraces all other 
information ‘gained in the professional relationship that the client has requested be held 
inviolate or the disclosure of which would be embarrassing or would be likely to be detrimental 
to the client.’”6  This obligation, too, exists for all time.7   

Rule 1.6—”arguably the most fundamental provision” in the rules8—states that, with certain 
exceptions, not pertinent here, a lawyer may not knowingly reveal “confidential information” 
or use such information “to the disadvantage of a client or for the advantage of the lawyer or a 
third person.”9 “…[T]he duty to protect client confidences is an affirmative obligation on the 
attorney.”10 

                                                      
4 State Bar of California Standing Committee on Professional Responsibility and Conduct, Formal Op. 
Interim 13-0005 (public comment is being sought) (Ca. Op.). 
5 Wise v. Con Ed Co. of NY, 282 A.D.2d 355 (2001) [citations omitted] (construing prior Disciplinary 
Rule). 
6 Johnson v. Medisys Health Network, 2011 WL 5222917*23 (Report, Recommendation and Order, 
E.D.N.Y.) [citations omitted] (construing prior Disciplinary Rule) adopted as mod. 2011 WL 4101323. 
7 Generally, Wise; N.Y.S. Ethics Op. 1026 (Oct. 1, 2014); Ca. Op. 
8 New York Rules of Professional Conduct, 22 N.Y.C.R.R. 1200, Rule 1.6; Roy D. Simon, Comparing 
The New York Rules of Professional Conduct to The New York Code of Professional Responsibility, Rule 
1.6 at 18, Roy D. Simon and NYPRR, 2009 (“Simon’s Comparison”). 
9 Rule 1.6. 
10 Johnson *26. 
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The rules abandoned the confusion caused by the predecessor rule which spoke of both 
“confidences” and the broader category of “secrets.”11 Under Rule 1.6, “confidential 
information” encompasses both: 

‘Confidential information’ consists of information gained during or relating to the 
representation of a client, whatever its source, that is (a) protected by the attorney-client 
privilege, (b) likely to be embarrassing or detrimental to the client if disclosed, or (c) 
information that the client has requested be kept confidential.…12 

Let’s look at the words of the rule—information gained during or relating to the representation 
whatever its source. The word “during” is not “purely temporal”—rather, it “‘implies some 
connection between the lawyer’s activities on behalf of the client and the lawyer’s acquisition 
of the information.’”13 Thus, the information must remain confidential even if the lawyer learns 
about it after the representation but it somehow relates to it. 

Can information be “unrelated”? Apparently, yes. Notably, California opined that when the 
hypothetical lawyer represented a hedge fund manager against fraud claims, it wasn’t improper 
for the lawyer to post a Facebook comment about his former client’s drunken driving arrest—if 
“otherwise embarrassing or detrimental information is unrelated to a prior representation and 
was not learned by the lawyer during the course of his representation…the lawyer is not bound 
to preserve that information as a client secret.”14 Even though California gives the lawyer a 
“pass” for such post-representation conduct, this lawyer’s conduct makes no sense. The 
disciplinary stakes are too high. But, should you need a precedent (albeit Californian), there it 
is. 

Returning to the rule, since the source of the information is inconsequential, consider this (it’s 
not so far-fetched): you gain a client’s acquittal for murder. You take a post-trial vacation. At a 
poolside bar in Aruba your acquittal is broadcast on the TV. You don’t say anything. Still, the 
stranger next to you says “I can’t believe he got away with murder again. He killed my neighbor 
20 years ago in Mexico.” Your obligation? Well…mum’s the word. 

What type of information does the rule require be kept “confidential”? No question that 
information protected by the attorney-client privilege or which the client requests be 
confidential is, indeed, confidential. But what about when the information is—merely—”likely 

                                                      
11 New York Code of Professional Responsibility DR 4-101(A); Simon’s Comparison, Rule 1.6 at 18. 
12 Rule 1.6; cf. ABA Model Rules of Professional Conduct, ABA Rule 1.6; see generally, Roy D. Simon, 
Simon’s New York Rules of Professional Conduct, Rule 1.6, Thomson-Reuters, 2015; see also, 
Restatement of the Law Third, Restatement Governing Lawyers, §59 and Comment (b). 
13 N.Y.S. Ethics Op. 998 (Feb. 5, 2014) quoting N.Y.S. Ethics Op. 866 (May 23, 2011). 
14 Ca. Op. at 6 [emphasis added]. 
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to be embarrassing or detrimental” to the client? The New York State Bar Committee on 
Professional Ethics requires a balancing: 

In the context of confidentiality, we understand the term ‘likely’ in Rule 1.6(a) to indicate a 
‘significant risk’ that revealing or using the information will harm the client…In other words, we 
think the phrase ‘likely to be detrimental’ falls somewhere in between ‘probable’ (meaning 
‘more likely than not’) and ‘possible’ (meaning that it can’t be completely ruled out). If there is 
a significant risk that revealing or using the information will disadvantage the client, then it is 
‘likely to be detrimental’ within the meaning of Rule 1.6(a). And the more sensitive the 
information to be disclosed, the more significant the risk, because the detriment to the client 
will increase as the sensitivity of the information increases.15 

Whether information is “embarrassing” is fact-specific—it depends on the circumstances, and a 
lawyer’s analysis must encompass “a wide range of information and depends on a client’s 
particular situation.”16  Falling under the rubric of “embarrassing” may include anything from a 
client’s age to a client’s alcoholism (or worse).17 

Public Information 

When information is already available—one only needs to find it—must the lawyer keep it 
secret? The answer appears in a 2011 change to the rules’ commentary. Comment 4A allows 
that information generally known is not protected unless the lawyer and attorney agreed 
otherwise.18  The old 4A, however, added that information in the public domain is unprotected 
“unless the information is difficult or expensive to discover.” So, for example, if the information 
could only be obtained through a Freedom of Information request, it would have been 
protected. The comment, however, was “criticized as inaccurate” and replaced with an 
unmistakable mandate: “Information is not ‘generally known’ simply because it is in the public 
domain or available in a public file.”19 

It’s important to remember that information possessed by third parties is often the very 
definition of Rule 1.6 material. In considering whether to disqualify an attorney who previously 
represented the opposing party, the U.S. Court of Appeals for the Second Circuit found it 

                                                      
15 N.Y.S. Ethics Op. 991 (Nov. 12, 2013); Simon at 255. 
16 Simon at 255. 
17 Simon at 255; NYCBA Formal Op. 2005-03 (construing prior Disciplinary Rule). 
18 Rule 1.6, Comment 4A. 
19 N.Y.S. Ethics Op. 991; Rule 1.6, Comment 4A. 
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unimportant that the information to be used by counsel was “widely known throughout the 
industry.”20  

In a wrongful termination case where the plaintiff claimed that any privilege was waived by her 
client’s disclosures to regulatory agencies, the magistrate judge’s report addressed the issue 
directly: “It is not necessary to reach [whether the privilege was waived…] because unlike the 
attorney-client privilege, which is destroyed by the disclosure to a third party, the duty to 
preserve confidential information exists regardless of the knowledge of third parties.”21 

The California state bar interim opinion considered California’s rule in the context of blog 
posts—the ultimate “public domain.” There, the lawyer learned potentially embarrassing 
information about his hedge-fund-manager client from a former investor. The former investor, 
however, wrote a blog and the information was publicly (presumably, easily) available. The 
state bar concluded that the rule of maintaining confidences is so fundamental that even if the 
lawyer simply forwarded the blog to a friend when the representation was over, in which he 
implied the veracity of the investor’s blog comment (saying, “interesting reading”), it would 
have violated his ethical duty to his former client.22  But if he just forwarded it with no 
commentary, who knows? 

Disciplines 

Lest anyone forget, ethical violations can subject attorneys to discipline. The following may give 
you pause before hitting “send.” 

In a well-reported case, Steven Holley, a then litigator at Sullivan & Cromwell, asked an 
associate for a court document in a case Holley was not handling in which Sullivan represented 
the defendant. Holley provided a copy to Business Week; except that the document—detailing 
proposed RICO claims against Sullivan’s client—had been sealed by the court. The underlying 
case was high-profile (Procter & Gamble had sued Banker’s Trust over a major financial loss) 
and Business Week planned to write about it.23  The document was ultimately unsealed when 
the court allowed the RICO claim to proceed.24 

Disciplinary charges were brought against Holley—a lawyer should not engage in conduct that 
adversely reflects on his fitness to practice law.25  The court credited testimony that Holley had 

                                                      
20 Emle Industries v. Patentex, 478 F.2d 562, 573 (2d Cir. 1973). 
21 Johnson *26. 
22 Ca. Op at 4. 
23 See New York Times, “Bank’s Law Firm Gave Papers at Heart of Suit to Magazine,” Sept. 28, 1995. 
24 Procter & Gamble Co. v. Bankers Trust, 900 F.Supp. 193 (S.D. Ohio, Western Div. 1995) vac 78 F.3d 
219 (6th Cir. 1996); Bloomberg Business, “Business Week v. The Judge,” Oct. 15, 1995. 
25 Model Rules of Professional Conduct, DR 1-102(a); Rule 8.4; Simon’s Comparison at 134. 
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a good reputation, that he had been financially sanctioned by Sullivan and that he received 
negative publicity resulting from his actions. Yet the court publicly censured him, putting the 
bar on notice that “a lawyer must generally preserve the confidentiality of a client, even 
information contained in judicial filings.”26  Indeed—even if they are in court filings! 

Other states have sanctioned counsel for violating their versions of Rule 1.6. In Georgia, an 
attorney published a former client’s personal/confidential information in response to negative 
comments posted by the client on a consumer website. The court there rejected counsel’s 
request for a voluntary reprimand.27 

A lawyer admitted in Illinois and Wisconsin maintained a blog in which she published 
confidential information about apparently current clients (and derogatory comments about 
judges). She was suspended in each state.28 

In a bizarre situation, apparently to prove to a criminal client (who threatened to kill another 
client) that the attorney lacked knowledge of the other client’s whereabouts, the attorney 
showed the criminal client an envelope addressed to the second client, which came back as 
having an incorrect address. The Indiana court reprimanded and admonished counsel for 
disclosing a confidence.29 

Conclusion 

A lawyer is confidant, father-confessor and consiglieri all in one. If you litigate, particularly in 
the criminal arena, you hear stories daily that would make for great reading. But you must 
forgo imparting them—no war stories to impress someone at a cocktail party if the listener can 
decipher who your client is from your “hypothetical.”30  That is not what clients sign on for, and 
not what a lawyer may ethically do. If a client can’t rely on a lawyer’s discretion, what else is 
there? 

Preachy, indeed—but if we can’t live by that credo, maybe instead choose bartending on the 
late shift around “a quarter to three…” No bartender was ever disqualified, professionally 
disciplined or a lawsuit defendant for having violated a confidence. 

 
                                                      
26 Matter of Holley, 285 A.D.2d 216, 219 (1st Dept. 2001); see also, In the Matter of Curtis W. Lee, 32 
A.D. 3d 74 (4th Dept. 2006) (censured for disclosing secrets to the media while employed as in-house 
counsel). 
27 Matter of Skinner, 292 Ga. 640 (Sup. Ct., Ga., 2013). 
28 Matter of Disciplinary Proceedings Against Kristine A. Peshek, 798 N.W.2d 879 (2011) (Sup. Ct., 
Wisc.). 
29 Matter of William A. Gobel, 703 N.E.2d 1045 (1998) (Sup. Ct., Ind.). 
30 N.Y.S. Ethics Op. 991 (Oct. 1, 2014); Rule 1.6 Comment 4; ABA Rule 1.6 Comment 4. 

http://advance.lexis.com/api/document/citation?cite=+292+Ga.+640
http://advance.lexis.com/api/document/citation?cite=+798+N.W.2d+879
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