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Former DoD FOCI action officer on 
CFIUS risks, opportunities in 2021

 
Erin Bruce, National Security Consultant at 
Stroock. 
 

s part of our ongoing coverage at the 
intersection of national security and 
foreign investment, we regularly speak to 
experts for their insights on a variety of 
topics. This week, we sit down 
(virtually, of course) with Erin Bruce, a 

national security expert in the Washington, D.C. 
office of Stroock. Bruce previously served as Foreign 

Ownership, Control or Influence Action Officer in 
the U.S. Department of Defense’s Defense 
Counterintelligence and Security Agency, where — 
among other things — she was involved in the 
development of government policies on National 
Interest Determinations for foreign-owned 
companies operating under Special Security 
Agreements. 
 
Erin, before we start, we always like 
to ask interviewees how they and 
their families have been faring 
during the pandemic. Everyone 
okay? 
 
So far, so good at our house.  My family is 
currently under quarantine at home due to 
a close COVID contact, but we should get 
back to our “pandemic normal” soon. 
 
Wow, me too. First time I’ve heard 
the term “pandemic normal,” which 
is somewhat depressing. Oh well. 

And what’s the D.C. office of Stroock 
been like these days? Is the firm still 
largely remote? 
 
Stroock’s D.C. office remains nearly 
entirely remote, but we have always been 
equipped and able to work remotely.  Since 
our clients are located all over the world, 
we need to be available when they are, 
which often requires working from home 
during non-traditional hours.  In fact, our 
group has managed to be quite efficient 
while working from home over the last 
year.  We are also finding ways to keep our 
group engaged with each other, which 
helps maintain our office culture and close-
knit team, and supports our mental health 
as well. 
 
That’s great. Can we talk about 
CFIUS and the Biden 
administration? Curious to hear if 
you anticipate any changes in the 
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substance of CFIUS reviews starting, 
well, now? 
 
We don’t — at least, not right away.  
President Biden has made clear that he sees 
China as a serious threat, so we expect 
Chinese investments will continue to get 
rigorous review.  FIRRMA significantly 
broadened the Committee’s jurisdiction, 
and doubled down on reviews outside the 
traditional defense sector, targeting 
investments in technology and critical 
infrastructure, and investments that 
provide access to sensitive data, including 
intellectual property.   
 
But “national security” is an undefined 
term in the law, and is constantly evolving.  
As we’ve noted elsewhere, five years ago, 
foreign investments in companies making 
surgical masks might not have garnered 
much attention.  Today, they would, as 
would investments in companies that make 
the components of voting machines.  The 
supply chain for critical technology is 
getting renewed scrutiny.  This means that 
investors need to look at the customer base 
– even for relatively mundane technology. 
 
Most of our readers are aware of 
high-profile CFIUS reviews of 
technology, energy and biotech deals 
as covered in our tracking 

spreadsheet, but you’ve highlighted 
risks in the insurance sector as well. 
Why is that? 
 
FIRRMA requires CFIUS to pay attention 
to deals that can open sensitive data to 
potential exploitation.  Insurance 
companies maintain databases with access 
to significant personal data.  Even 
commercial insurers may have data that 
would highlight the vulnerabilities of their 
clients or comprise an inventory of 
valuable intellectual property.  Again, this 
comes back to the evolving definition of 
“national security.”  When CFIUS was 
created, the focus was on the traditional 
defense sector.  That’s still a huge part of 
what CFIUS does, but it’s not all that it 
does. 
 
Let’s talk about opportunities. Last 
week, we covered Alibaba’s planned 
divestiture of a biometric security 
company, even though CFIUS had 
approved the deal. Do you anticipate 
more divestitures by Chinese 
owners of U.S. companies?  
 
That’s hard to say.  CFIUS reviews are 
confidential.  We can’t speak to the 
particulars of the Alibaba deal, or what 
might have been the terms by which any 
transaction was cleared. But divestment of 

sensitive companies, contracts, and 
technology can be the price of clearing a 
deal.  We expect, for example, that the 
State Department will continue to object to 
the transfer of any company engaged in the 
manufacture or export of controlled 
defense items to any buyer that is subject to 
an arms embargo, including, but not 
limited to, any Chinese buyer. 
 
On a related note, one CFIUS expert 
told us she’s heard rumors of 
private-equity firms targeting U.S. 
companies with Chinese owners; the 
PE firms are looking to buy these 
companies preemptively — 
potentially at a discount — due to 
anticipated scrutiny of their Chinese 
parent companies. Have you seen or 
heard anything similar? 
 
Absent fraud, a new CFIUS review is not a 
threat for transactions that have already 
cleared CFIUS.  Export restrictions, 
however, could make technology transfers 
problematic for some foreign-owned firms.  
If China trade becomes more difficult, the 
decline in traffic could have a negative 
impact on the value of companies that 
depend on Chinese trade.  A change in the 
status of a foreign parent — for example 
designation as a “denied party” or 
Specially Designated National or as a 
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Chinese Communist Military Company — 
could also hurt its U.S. affiliates.   
 
We’ve written quite a bit about non-
notified transactions, and the uptick 
in related CFIUS investigations. 
What guidance would you give U.S. 
companies that might have concerns 
over past investments or 
acquisitions from foreign entities? 
 
Under the law, covered transactions that 
are not notified to CFIUS are open to 
potential scrutiny forever.  A distinction 
has to be made between mandatory 
reviews and voluntary reviews.  For 
example, foreign government-controlled 
covered investments must be reported to 
CFIUS.  Any oversight in reporting these 
deals needs to be corrected as soon as 
possible, and may be subject to sanctions.   
 
So, for starters, U.S. companies should 
know who their significant investors are, 
and should have proper policies and 
procedures in place to protect export-
controlled technology and ensure that the 
company is not engaged in transactions 
with sanctioned persons or entities.  Illegal 
transactions are subject to prosecution 
regardless of bad intent, but voluntary 
disclosures can blunt punishment in many 
cases.  

 
Where CFIUS review is voluntary, late 
filing of a non-notified may be advisable, 
and should be considered with legal 
counsel. But the starting point is 
understanding who your investors are, and 
ensuring that appropriate compliance 
programs are in place … and enforced. 
 
You wrote in a prior client alert that 
“the U.S. Government has many 
tools available to identify foreign 
investments.” Walk us through of 
some of them. 
 
The CFIUS task force for non-notified 
transactions has access to the same M&A 
databases as the investment community at 
large, but it also has intelligence data that 
may “pierce the corporate veil” to identify 
dark money investors.  Non-notified 
transactions that are identified for review 
by the CFIUS taskforce will undoubtedly 
get rigorous evaluations by the intelligence 
community to identify investors and assess 
risk.   
 
What are some common pitfalls to 
avoid when either filing or 
communicating with CFIUS? 
 
Before any filing, investors and their U.S. 
targets alike should do a self-assessment to 

identify and address vulnerabilities.  
Anticipate the hard questions.  Wishful 
thinking is not a strategy.  Reorganization 
may be necessary to clear a deal – and 
some parts of the target business, including 
some valuable properties, may need to be 
jettisoned.  Foreign citizen managers may 
be a non-starter.  U.S.-controlled oversight 
boards may be required.  All of this has to 
be evaluated going in.  The parties need to 
figure out what is likely to be required – 
and what they can live with.  In all 
communications, honesty is key.  
Transparency is key.  The old adage is 
true: you only get one chance to make a 
first impression.     
 
Thanks Erin. 
 
Erin Bruce Iacobucci is a National Security 
Consultant in the Washington, D.C. office 
of Stroock & Stroock & Lavan. She can be 
reached at ebruce@stroock.com or 202-
739-2815. 


